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ASIC T1000 88 MHz

512K ou 1024K de Flash

2KB EEPROM

frein Baud rate maximo de 921.600

o JNast0-1d.0v

EM1206+RJ203
S/N: 0000000001

Key Features

Mates with the B|205 jack/magnetics
10/100 Base-T Ethernet port E High-performance CPU (T1000) front end RIZ03] &
4 UARTs on 8 I/O lines, flexible mapping = Optional Wi-Fi connectivity /
options Ol (with the GA1000 add-on) £ e
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e Buscar vulnerabilidades que violem as propriedades de seguranca
(integridade, confidencialidade e disponibilidade) [ISO/IEC 2008]

 Injecdo de ataques
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Técnica experimental
Avaliar as propriedades de confianca no funcionamento (dependability)

Seguranca: Injecdao de ataques
Vantagens:
Deficiéncias

Comportamento
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Avaliar a robustez da pilha TCP/IP

Trafego malicioso via rede

Erros na codificacdao da pilha TCP/IP

» Fuzzing

Fig. 2: Fuzzing
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Metodologia proposta por Pothamsetty e Balinsky (2003), analistas da Cisco.
Reconhecimento

» Identificar remotamente o SO e descobrir servicos de redes ativos

Analise por camadas

» Injecdo dos pacotes e pesquisa de vulnerabilidades
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FERRAMENTAS

e Varredura de portas e do SO

Nmap

mandar@mandar: ~

mandar@mandar:~5 nmap -sV 10.10.6.204

Starting MNmap 5.21 ( http://nmap.org ) at 2013-07-14 14:23 IST
Nmap scan report for 10.108.6.204

Host is up (0.80029s latency).

Not shown: 996 closed ports

PORT STATE
21/tcp open
22/tcp open
23/tcp open
902 /tcp open
Service Info:

SERVICE VERSION

ftp vsftpd 2.3.5

ssh OpenSSH 5.9p1 Debian Subuntul (protocol 2.8)
telnet Linux telnetd

ssl/vmware-auth VMware Authentication Daemon 1.18 (Uses VNC, SOAP)
05s: Unix, Linux

Service detection performed. Please report any incorrect results at http://nmap.
org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.64 seconds
mandar@mandar:~5% |

Fig. 3: NMap
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Nessus

Scanner de vulnerabilidade
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IP Stack Integrity Checker
Conjunto de ferramentas para executar o fuzzing na pilha TCP/IP

Gera pacotes pseudo-aleatorios

ESIC: gera frames Ethernet
ISIC: gera pacotes UDP
UDPSIC: gera datagramas UDP

TCPSIC: gera pacotes TCP

11
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Bruteforce Exploit Detector (BED)

= Testes fuzzing na aplicacio WEB

r the plugin.

Fig. 5: BED
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Scapy

= Scripts para reproduzir as vulnerabilidades encontradas

D & @ paul@Ubuntu-10: ~
File Edit View Terminal Help
sniff(count=1@)

a:
a.nsummary()
Ether / IP / TCP 192.168.1.101:38780 > 173.194.9.152:www FA
Ether / IP / TCP 173.194.9.152:www > 192.168.1.101:38780 A
2 Ether / ARP who has 192.168.1.1 says 192.168.1.182 / Padding
Ether / IP UDP 192.168.1.102:51218 > 239.255.255.250:1900 / Raw
4 Ether / IP / TCP 74.125.227.21:https > 192.168.1.101:35378 PA / Raw
Ether / IP UDP 1592.168.1.101:17580 = 255.255.255.255:17500 / Raw
7 Ether / IP UDP 1592.168.1.101:17500 > 192.168.1.255:17500 / Raw
Ether / IP / UDP 192.168.122.1:17500 > 192.168.122.255:17500 / Raw
Ether / ARP who has 192.168.1.100 says 192.168.1.180 / Padding
all]

i
/
5 Ether / IP / TCP 192.168.1.101:35378 > 74.125.227.21:https A
i
/
.
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Wireshark

Fle Edit “iew Go Capture Analyze Statistics Help

8 0ol 8 Re=22FL EBEB acaal g0E X @
Eﬁﬁter.‘:_ |;|I+ E;-epresﬁiun..." ‘_f_clear

o Apply

MNa, . Time Source Destination Protocal  Info =
HOOLOW, POLLOF WES LT U O =1LV IS E e e WO RS 9L, 00, £, L0597 TWLL LW, 100, 1,00 |:
47 139.531463 ThomsonT_08: 35: 4f Wistron_07:07:ee AR 182.168.1.254 15 at O0:50:d0:08:35: 4f
48 139.931466 192.168.1.68 192.168.1.254 oS Standard query & www.google.com |
49 1359.575406 192.168.1.254 192.168.1.68 oHS standard query response CHAME www.l.google.com A 66.102.9.99
S0 139.576811 192.168.1.68 B6.102.9.599 TCP 62216 = http [SYM] Seq=0 Win=8152 Lan=0 M55=1460 WS=2
51 140.079578 65.102.5.99 192.168.1.68 TCP http = 62216 [S7M, ACK] Seqe=0 Ack=1 Win=S5720 Len=0 MSS=1430 |
52 140.070582 192.168.1.68 66.102.9.99 TCP 62216 = http [ACK] Seq=1 Ack=]1 Win=E5780 Lan=0
53 140,080278 192.168.1.68 66.102.9,59 HTTR GET Jeomplete/search?hl=snéclient=suggests]s=trussq=mécp=1 H
54 140.086765 192.168.1.68 B6.102.9.59 TCP 62216 = http [FIM, ACK] Seq=205 Ack=l Win=S5780 Len=0
S5 140.086921 192.168.1.58 65.102.9.99 TCP 62218 = http [SYM] Seq=0 Win=8192 Len=0 MSS=1480 WS=2
56 140.197484 65.102.9.99 192.168.1.68 TCP http = 62216 [ACK] Seq=1 Ack=805 Win=7360 Len=0
57 140,157777 65.102,9.99 192,168, 1,68 TCP http = 82216 [FIN, ACK] Seq=1 Ack=805 Win=7350 Len=0
S8 140.157811 152.168.1.68 65,102,959 TCPR 82216 = http [ACK] Seq=806 Ack=2 Win=ES780 Lens0 ||
B 1Aam SIeRin SE 185 G o UG VeSS Tom bttt = £590 Towa vl Sonef Arbk=1 LA A=ETW30 | an=h BES=1a20 1.7

)

b Frame 1 (42 bytes on wire, 42 bytes captured)
P Ethernet II, Src: Vmware_3S:eb:0e (00:0c:29:38:eb:0e), Dst: Broadcast (ff:ffoff:ffffiff)
I Address Resoclution Protocol (reguest)

o000 ff ff ff ff ff ff 0D Oc 20 32 eb O¢ 02 06 00 01 T | - -

0010 0B 00 05 04 00 0L 00 Oc 20 38 eb Oe cO a8 39 B0  ........ JB....9.

D020 00 00 00 0D 00 0O cD aB 39 02 . 8.

ethd: <lrve capture in progress=> Fil...  Packets: 445 Displayed: 445 Marked: 0 Profile; Default

Fig. 7: Wireshark
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RESULTADOS

Reconhecimento
Analise por camadas
Ethernet

IP/UDP

TCP

Aplicacao

15
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RECONHECIMENTO

= Identificagdo do SO e da pilha TCP/IP

SO: ?
SW: NMap

3 portas abertas:

Porta 23: Ndo roda o TELNET - aplicacdo de gerenciamento do modulo

Porta 80: HTTP e gerenciamento
Porta 1001; conversao serial-Ethernet

16
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[

Testes:

. Aplicacdo do fuzzing nos campos do cabecalho Ethernet
SW: ESIC
Nao demonstrou vulnerabilidade ao fuzzing

. SW: Nessus
Vulnerabilidade: Etherleak
RFC 1042: tamanho minimo para os quadros Ethernet
Dados vem de buffers

17
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No. Time Source Destination Protocol Info
758 332.836434 Azurewav 2a:5a:dc TibboTec 58:57:b9 ARP Who has 192.168.25.57 Tell 192.168.25.4
759 332.842817 TibboTec 50:57:b9 Azurewav 2a:3a:dc ARP 192.168.25.5 15 at 00:24:77:58:57:b9
TFTEO FIY ATIEE AT LR T e s L L Y. TikhkhaTas E6i. &7k L0 Wiea Raes 10T T80 9E 9 Tall 6% T80 S9€ A

» Frame 759: 68 bytes on wire (488 bits), 6@ bytes captured (488 bits)
» Ethernet II, Src: TibboTec 50:57:b9 (0€:24:77:58:57:b9), Dst: Azurewav 2a:5a:dc (lc:4b:d6:2a:5a:dc)

* Address Resolution Protocol (reply)

8068 1c 4b d6 2a 5a dc 88 24 77 58 57 b9 68 06 68 81 R .5 W ....
9010 ©8 00 06 ©4 00 02 00 24 77 50 57 b9 cP aB 19 €5 e T

8020 1c 4b d6 2a 5a dc c@ a8 19 B4 61 6¢
8038 T4 73 74 22 20 T4 6] 62 69 Ge B4 65

Fig. 8: Requisicao ARP

IS 65 3a 22 K. *Z. .. ..alue="
B tabh inde

18
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IPE UDP

e Utilizados ISIC e UDPSIC, separadamente
» Nao foi vulneravel ao fuzzing

e Fluxo de dados causou flooding

19
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Trés testes realizados

1. Utilizando o SW TCPSIC
Vulneravel ao flooding mas ndo ao fuzzing

2. Eficiencia do gerador de nimeros iniciais de sequéncia
Aleatoriedade
Nmap: Aleatoriedade fraca
Nessus: Aleatoriedade forte
Analise manual utilizando script no Scapy

Envia segmentos SYN para o EM1206 e imprime os nimeros de sequéncia usado na resposta SYN-ACK

A Incrementa o valor em 64000 a cada 500ms
Viola a RFC 6528

3. Reset Spoofing

Possivel encerrar conexao enviando pacotes RST ilegitimos
A Script pelo Scapy

Enviou pacotes com as flags SYN e RST para uma conexao estabelecida, utilizando n* de sequéncia e ACK errados
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No. Time source Destination Prutncul Length Info
162 5.042847060 192.168.25.5 192.168.25.2 TEP 6@ customs > 56988 [AEH] Seq'BEIBMBBI Aﬁk'HB?EI?BﬂH Win=5
134 6.470469600 192.168.25.2 192.168.25.5 TCP 58 56988 > customs [PSH, ACK] 5eq=1497917848 Ack=961344801
135 6.470938600 192.168.25.5 192.168.25.2 TCP 60 customs > 56988 [ACK] Seq=961344801 Ack=1497917852 Win=5

227 13,244406601192.168.25.2 192.168.25.5 54 30000 > customs [SYN, RST] Seq=0 Win=8192 Len=0

274 16.2952990080192.168.25.2 192.168.25.5 TCP 58 56988 > customs [PEH ACK] 5Eq=145?917H52 Ack=961344001

14001 Win=1460

* Frame 227: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

» Ethernet II, Src: 9c:2a:70:89:04:89 (9c:22:70:89:04:89), Dst: TibboTec 56:9b:7f (08:24:77:50:9b:7f)
» Internet Protocol Version 4, Src: 192.168.25.2 (192.168.25.2), Dst: 192.168.25.5 (192.168.25.5)

» Transmission Control Protocol, Src Port: 306006 (36006), Dst Port: customs (1601), Seq: @, Len: @

Fig. 9: Reset Spoofing
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4 Vulnerabilidades

1. Autocomplementar campo senha
t Nao desabilitar o autocomplemento oferece um risco de perda de confidencialidade

2. Comportamento do servidor diante de ataques fuzzing
SW BED
flooding: GET e POST

3. Roubo de cookies de uma secao
Conversor da um cookie para identificar que esta autenticado
A Script pelo Scapy
Enviou pacotes com as flags SYN e RST para uma conexao estabelecida, utilizando n* de sequéncia e ACK errados
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APLICACAO

4. Envio ndo criptografado da senha do conversor
Trés maneiras de acessar o EM1206:
A » Pagina WEB embarcada
e DS Manager
* Aplicacdo que roda na porta 23

Enviam a senha de rede de forma aberta
DS MANAGER - envia a senha por broadcast

File Access mode Device Help

Tibbo DS Manager - V5.9.12

Auto-Discovery | Addiess Book | Senal Access

Stabus MaC P

Owner/Device n...

(i 01.23.40.104 1921681172 (local DHCF)

Genersl | WiFi | CW1 Ch2 |oh2 | ché &l

Connection timaaut fmin)
Transpert protocol
Broadcast UDP data

Rauting Mode
Accept connection from
Port

Serial interface for channel 1
Flaw control
DTR mode
Powerup DTR state
Baudrate
Farty
Data bits
Mz intercharacter delay

Fig. 10: DS Manager

5
0- UDP
0= Reject

0- Server (Slave)
- Any IP-address
1001

0- Full-duplex

(- Cesabled OR remote
0- ldie OR remate

- LOW

5-38400bps

- None

1- & bits

1

Soft entry into sexial programm - Disabled

Redresh
Settings
Upgrade
Initialize:
Routing Status
Buzal
Change IP

Find

23
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RESULTADOS

Tabela 1. Vulnerabilidades encontradas no modulo EM1206 da Tibbo.

Camada Problemas Encontrados
Ethernet Etherleak
IP Flooding
UDP Flooding
TCP Flooding, Aleatoriedade Fraca do Numero Inicial
de Sequéncia e Reset Spoofing
HTTP | Autocompletar Senha, Flooding, Roubo de Cookie e
Transmissao de Senha Nao Criptografada

24
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Nivel de seguranca do Tibbo EM1206 € baixo

» Sugere metodologias para ataques fuzzing

Sugere comparacao com outros dispositivos

« Sugere métricas para medir a robustez de um dispositivo embarcado diante flooding

25
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Perguntas?

Sugestoes?
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Obrigado!
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