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Por gue o USB nao é mais tao bom?

Why is air gap so Fanny?
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Por gue o USB nao é mais tao bom?

Why is ail

USB devices include a micro-controller, hidden from the user
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* Retrieve SAM and SYSTEM Carry multiple payloads, each on its

* Create Wireless Association own micro SD card.

M¥load @ Deploy

........................................................................................

A AT ALl S S S S T P TS A S 88 ke SO cand info the ducky s e thi ki ety Rt Wit e
inside the genenc USB dnve enclosure for and Linux machine and watch as your
GREAT  KASPER§KY® covert deployment. payload executes in mere seconds.
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Enumeracao USB
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AtribuiEndereco(n)

PegaDescritor(Dispositivo)
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Dispositivo
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Armazenamento

Interface Humana




Dispositivo USB
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Pacote USB
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Pacote USB
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USBFILTER

usbtables

Operacao de
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+ Mediacao completa

 Inviolavel
Monitores

« Verificavel de Referéncia

« Granularidade
- Extensibilidade




Regras de Construcao

Processo pid, ppid, pgid, uid, euid, gid, egid, comm
Dispositivo bus#, dev#, port#, if#, devpath, manufacturer, product, serial
Pacote type, direction, endpoint, address

LUM name




Consisténcia de Regras

» Conflito Geral conflito_geral (Ra, Rp) —
VC; 2 € :
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» Conflito Fraco conflito_fraco(Rq,Rp) €¢—
conflito_geral (Rq, Rp) ™ agdo (R,) = agdo (Ryp),

« Conflito Forte

conflito_forte (R 4 Rp) ¢—
conflito_geral (Ru,Rp) ™ agdo (R,) # agdo (Ryp),




Modulo USBFILTER Linux (LUM)

» Extensao definida pelo usuario para o USBFILTER
 <|Inux/usbfilter.h>

- Unidade de construcao de regras
* escrevendo novas regras com LUM

» Olhando dentro do pacote USB

» comandos SCSI, pacotes IP,
pacotes HID, eftc.

Linux

is user friendly.

It’s just very picky
about who its friends are.




LUM: detectar escrita pelo SCS|

1 int lbsw filter urb(struct urb *urb)

2 A

3 char opcode;

4

5 /* HastobeanOUTpacket */

6 1f (usb_pipein (urb->pipe))

7 return 0O;

8

9 /* Makesurethepacketislargeenough */
10 1f (urb->transfer_buffer_ length<=LUM_SCSI_CMD_IDX)
11 return 0O;

12

13 /* Makesurethepacketisnotempty

14 i1f (!'urb->transfer buffer)

15 return 0;

16

17 /* GettheSCSIcmdopcode */

18 opcode=(( char *)urb->transfer buffer) [LUM_SCSI_CMD_IDX];
19

20 /% CurrentonlyhandleWRITE 10forKingston

21 switch (opcode) {

22 case WRITE_10:

23 return 1;

24 default:

25 break;

26

27

28 return 0;

29 '}




Visao Geral

- USBFILTER - 27 arquivos fonte no kernel
» 4 novos arquivos, 23 arquivos modificados
» Através do USB, SCSI, Block, e Networking
« USBTABLES
» Mecanismo Prolog interno

+ 21 regras de construcao




USBTABLES -h

—d | ——debug Enable debug mode

—c|——config Path to configuration file (TBD)
—h|——help Display this help message

—p | ——dump Dump all the rules

—a | ——add Add a new rule

—r | ——remove Remove an existing rule

—s | ——sync Synchronize rules with kernel
—e | ——enable Fnable usb filter

—g|——disable Disable usb filter
—b | ——behave Change the default behavior

—O | ——proc Process table rule
v | ——dev Device table rule
-k | ——pkt Packet table rule
—1 | ——1um LUM table rule

-t | ——act Table rule action

proc:pid, ppid, pgid,uid, eulid, gid, egid, comm

dev:busnum, devnum, portnum, 1 fnum, devpath, product,
manufacturer, serial

pkt:types,direction, endpoint, address

lum:name

behavior/action:allow|drop




Parando ataques BadUSB

Para teclado/mouse:

usbtables —a mymouse —-v busnum=1, devnum=4, portnum=2,
devpath=1.2, product="USBOpticalMouse",
manufacturer=P1xArt-ktypes=1l -t allow

usbtables —a mykevyvboard -v busnum=1, devnhnum=3,
portnum=1, devpath=1.1,
product="DellUSBEntryKeyboard",
manufacturer=DELL-ktypes=1 -t allow

usbtables —a noducky -k types=1 -t drop




Fixar webcam ao Skype

Para uma webcam Logitech C310:
usbtables —a skype —-o uid=1001, comm=skype -V

serial=B4482A20 —t allow

usbtables —a nowebcam

—VvV Serial=

B4482A20 —t drop




Sem vazamento de dados

Para qualquer dispositivo USB de armazenamento:

usbtables —a nodataexfili

—1 name=block_scsi_write -t drop




Headset surdo

Para headsets USB Logitech:

usbtables —a logitech—-headset —-v i1fnum=2, product=

"LogitechUS:
Direction=:

BHeadset", manu:
—t drop

"acturer=Logiltech -k




Carga seqgura

Para o Nexus 4:

usbtables —a nd-charger —-v product="Nexus4d"

Para qualguer smartphone

ushb

Cabp.

S

-

A

charger —-v busnum=.

y POX

cnum=4

—t drop

C drop



Escalabilidade

USBTABLES:

Adicionando uma nova regra

20 Regras
100 Regras

USBFILTER:

Filtragem de pacotes
20 Regras
100 Regras

Media (ms)

5.9

5.9

Meédia (ps)
2.6

9.7




Rendimento

: A4 Stock

MB/Segundo

10K 100K 1M 10M 100M
Tamanho Medio do Arquivo




L aténcia

Latencia(pus) 1KB 10KB 100KB 1MB 10MB 100 MB
Stock 97.6 98.1 99.2 105.5 | 741.7 | B177.7

USBFILTER 97.7 98.2 99.6 106.3 | 851.5 | 6088.4

Overhead 0.1% 0.1% 0.4% 0.8% | 14.8% | 17.6%




Desempenho no mundo real
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Cargas de trabalho do mundo real




Limitacoes e Trabalhos Futuros

+ Chamadas de interrupcao
» Drivers especificos de vendedor
» Filtrar caminho de resposta

* Criar mais LUMs
- Usabilidade




Download do USBFILTER:
https://github.com/daveti/usblfilter

Informe os bugs em:

root@davejingtian.org
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